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Abstract— The paper is devoted to statistical analysis of vessel
motion patterns in the ports and waterways using AIS ship self-
reporting data. From the real historic AIS data we extract motion
patterns which are then used to construct the corresponding
motion anomaly detectors. This is carried out in the framework
of adaptive kernel density estimation. The anomaly detector is
then sequentially applied to the real incoming AIS data for the
purpose of anomaly detection. Under the null hypothesis (no
anomaly), using the historic motion pattern data, we predict the
motion of vessels using the Gaussian sum tracking filter.
Keywords: Maritime surveillance, Automatic identification
system, motion patterns, novelty detection, motion predic-
tion, kernel density estimation.

I. I NTRODUCTION

Maritime surveillance of ports and coastlines is of
paramount importance for island nations such as Australia.
The risks historically include unauthorised maritime arrivals,
prohibited imports/exports, maritime pollution, piracy and
more recently maritime terrorism. Considering that more than
99% of imports and exports to Australia are carried by sea,
potential terrorist attacks in ports or waterways could cause
serious disruptions with significant economic implications.

The typical sensors used for maritime surveillance of ports
and waterways include radars, infrared and video cameras,
installed on fixed ground locations or mounted on border patrol
vessels, aircraft and satellites. Recently, however, a number of
self-reporting maritime systems have been introduced, mainly
for the purpose of safety in navigation and collision avoidance.
The messages transmitted by these self-reporting systems have
thus become an abundant and inexpensive source of informa-
tion for maritime surveillance. Due to its nature, however, this
source of data is also unreliable and incomplete: on one hand it
is fairly easy to spoof the self-reporting broadcasts and on the
other hand, self-reporting is likely to be turned off during the
illegal operations (Although the absence of self-reporting data
over a long period of time and its subsequent reappearance
is easy to detect and raise the alarm). Despite its drawbacks,
the self-reporting data promises to be a useful supplement to
the existing maritime surveillance sensors. The task of data
fusion research is to determine what is the best way to exploit
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this massive amount of broadcasted information, in order to
improve the situational awareness of the maritime domain.

The most important self-reporting maritime system is the
Automatic Identification System (AIS), which has been re-
cently made compulsory by the International convention for
the Safety of life and sea (SOLAS) for most commercial ships
(cargo, passenger, tankers, tugboats, etc). AIS messages are
automatically broadcasted with a reporting frequency directly
proportional to the speed of the vessel. There are various types
of AIS messages which are broadly classified as static informa-
tion (name, type, size, etc. of vessel) and dynamic (position
in geodetic coordinates, speed, course, heading, destination,
estimated time of arrival, etc). Not all of the listed pieces of
information are compulsory.

Recently there has been an increased interest in maritime
surveillance. A survey of NURC research activities for mar-
itime surveillance, based on AIS, coastal radars, SAR imagery,
is presented in [1]. In a series of papers [2], [3], Rhodes,
Bombergeret al describe a system that learns the normal
behavior of vessels, detects anomalies and predicts the motion
using an artificial neural network trained with AIS data. Tun
et al [4] developed an algorithm based on density maps that
breaks the vessel motion paths collected by an AIS receiver
into separate regions. The routes of ships are used as input
to an HMM to learn the motion patterns. The subject of
motion behaviour analysis, however, is not unique to maritime
surveillance – it has initially been studied in computer vision
in the context of traffic monitoring [5], [6], human activity
monitoring [7] and unusual event detection [8].

This paper is devoted to statistical analysis of AIS data
for the purpose of detecting anomalies in vessel motion
and the prediction of vessel motion under the assumption
of normal behaviour. The proposed algorithms for motion
anomaly detection and motion prediction assume that relevant
motion patterns have already been extracted from the historic
(training) data during the data mining stage of data processing.
Anomaly detection is carried out in the framework of adaptive
kernel density estimation (KDE), and is applied sequentially to
the new incoming AIS data. The anomaly detection threshold
is related to the probability of false alarm. Under the null
hypothesis (normal motion behaviour) and using the historic
motion pattern AIS data, this paper proposes a simple algo-
rithm for vessel motion prediction (location, velocity) within
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the specified time window.
The paper is organised as follows. Sec. II describes the

problem of statistical analysis of motion patterns. Sec. III
presents the algorithm for detection of anomalies, based on
adaptive kernel density estimation.

II. PROBLEM DESCRIPTION

The historic (training) AIS data sets are of growing size
and complexity. Typically the first step in the analysis of huge
size data sets is to perform data mining in order to extract
motion patterns. As an illustration of the importance of this
step, Fig.1.a displays the ensemble of trajectories of all vessels
coming in and going out of Port Adelaide (Gulf St. Vincent),
over a period of three months. The figure is rather messy and
before we can apply any of the algorithms (to be presented
in the paper), it will be assumed that AIS data has been
processed and patterns have been extracted. An example of a
simple pattern is shown in Fig.1.b, which represents all paths
originating from a dock in the Port of Adelaide (at latitude
138o30′23”, longitude−34o49′48”), initially moving north
and then turning southwest (destination Edithburgh, SA).

Next we try to define a motion pattern. This is not obvious,
and can be quite complex if one deals with a network of
origins/destinations with multiple connecting paths. See for
example Fig. 2, which shows graphically a network of vessel
paths in a harbour, where node1 may for example be the entry
or the exit point of a harbour, while nodes2, 3 and4 are the
docking stations in the harbour. In order to simplify matters,
we will define a motion pattern by kinematic and attribute
information, with only one compulsory attribute - its origin.
Other useful attributes, if available, can be the vessel type,
season of the year, etc. The kinematic information will include
the ship location (in two-dimensions) and velocity (also in
two-dimensions). The origin of a motion pattern is defined
by the location-velocity vector and its associated uncertainty
ellipsoid. In Sec.IV we will argue that it is also very useful for
a pattern to contain the elapsed time information in the form
of the interval of time since the vessel was at the origin of
the pattern. By adopting the described framework for a motion
pattern, we will not need to worry about the topology of the
network of paths (see Fig. 2).

Consider again Fig. 2. For such a network of vessel paths
one defines the set of motion pattern origins, in this example
O = {1, 2, 3, 4}. Let a trajectory belonging to the motion
patternPj with origin j ∈ O be denoted as

Xi
j = {xi

j(t); t = t1, t2, . . . , tTi
} (1)

wherei = 1, 2, . . . , Nj is the index of the trajectory (Nj is the
total number of training trajectories fromPj) andxi

j(t) is the
kinematic state of the vessel traversing trajectoryXi

j at time
t. The kinematic state consists of positional information(ζ, η)
and velocity information(ζ̇, η̇), i.e.xi

j(t) is a four-dimensional

vector
[

ζ η ζ̇ η̇
]T

. We will assume that kinematic states
xi

j(t) are independent int and alongi (Note that ifxj
i (t) are

the outputs of a tracking filter, then they are correlated in time.
Hence we will use raw AIS data).
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Fig. 1. AIS trajectories in Gulf St. Vincent (Adelaide): (a) collected over
the period of three months; (b) an extracted pattern

The motion pattern displayed in Fig.1.b will be referred
to as beingsimple, because all vessels originating from the
docking station at lat138o30′23”, lon −34o49′48” have the
same destination.

Using all available trajectories from motion patternPj

(which serve as the training data set for normal or usual
behaviour), the paper deals with:

• The problem of motion anomaly detection, where we
need to determine sequentially (on-line) if the state-
vectors of a test trajectoryyj(t) ∈ Yj comply with the
normal behaviour (normalcy is the null hypothesis);

• The problem of motion prediction, where having estab-
lished that the state of a test vessel at timet, yj(t),
complies with normalcy, we need to predict the state of
this vessel at timet + T , (T > 0), under the assumption
that it will continue to follow the pattern of normal
bahaviour.

III. D ETECTION OF ANOMALY IN MOTION

In order to detect an anomaly in vessel motion we will
use the training data from patternPj to determine a detection
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Fig. 2. A network of vessel paths in a harbour

threshold that will partition the state space into two regions:
one region to correspond to hypothesisH0 (normal behaviour),
the other toH1 (anomaly). This threshold will be applied
sequentially in time to the incoming test datayj(t). In the
classification literature similar problems have been referred
to as one-class classification or novelty detection [9, Ch.8],
[10], and solved using support vector machines (SVM). In
the following we will perform anomaly detection using the
adaptive kernel density estimator (also known as the Parzen
window method).

In order to simplify notation we will introduce indexk to
enumerate pairs(t, i) in (1). The set of unlabeled training data
corresponding to motion patternj ∈ O is then:

Xj = {xj,k; k = 1, . . . , Kj} (2)

where Kj =
∑Nj

i=1 Ti. Xj is an iid random sample from
the underlying multi-variate pattern pdf under the normalcy
hypothesisH0: pj(x|H0) = pj(ζ, η, ζ̇, η̇|H0). For motion
anomaly detection we need first to approximategj(x) =
pj(x|H0); this will be carried out using the adaptive KDE
approximation [11].

A. Kernel density estimation

The KDE approximation constructs the densitygj(x) by
placing a kernel functionφ on every observed datumxj,k. The
kernel is parametrised by its widthh, which can be either fixed
(identical for all observed data) or adaptive. For simplicity
we will drop index j from notation in the reminder of the
section. Assumingx ∈ Rd, (in our cased = 4) the fixed KDE
approximation is given by:

g(x) ≈ g̃(x) =
1

Khd

K
∑

k=1

φ

(

x − xk

h

)

(3)

The kernel must satisfyφ(x) ≥ 0 and
∫

Rd φ(x)dx = 1. Adopt-
ing the Gaussian kernel with zero-mean and the covariance
matrix Σ:

φ(x) =
1

(2π)d/2
√

|Σ|
exp

{

−
1

2
xT Σ−1x

}

(4)

we have:

g̃(x) =
1

Khd(2π)d/2
√

|Σ|

K
∑

k=1

e−
(x−xk)T Σ

−1(x−xk)

2h2 . (5)

The optimal fixed bandwidth (under the assumption that the
underlaying pdf is Gaussian) for the Gaussian kernel is com-
puted as [11]:

h∗ = AK−
1

d+4 (6)

where

A = [4/(d + 2)]1/(d+4). (7)

CovarianceΣ needs to be estimated from the data as the
sample covariance.

The fixed KDE is unable to deal satisfactorily with the
tails of distributions: since the observed data in the tails are
rare, the window widths in the tails need to be broader. An
obvious problem is deciding whether or not an observation
is in a region of low density. The adaptive KDE approach
[11, p.101]copes with this by a two-stage procedure, where
the first stage is typically the fixed KDE. The second stage
initially computes adaptive window widths̃hk, k = 1, . . . , K
as h̃k = h∗λk whereh∗ is given in (6) and

λk =

(

g̃(xk)

ℓ

)

−γ

(8)

whereℓ is the geometric mean of a sequence{g̃(xk)} that is:

log ℓ =
1

K

K
∑

k=1

log g̃(xk), (9)

and γ is the sensitivity parameter such that0 ≤ γ ≤ 1,
typically set to0.5.

Finally the adaptive KDE approximation is similar to (3),
except that for each datumxk we apply the kernel of width
h̃k:

ĝ(x) =
1

K

K
∑

k=1

1

(h̃k)d
φ

(

x − xk

h̃k

)

(10)

B. Anomaly detection

Computation of the decision boundary in the state space is
prohibitively expensive and therefore we propose to perform
the detection using the values of densityg(x) = p(x|H0).
Let y be a test datum from a test trajectoryY which
originates from the same node as the training data (nodej,
subscript being supressed). Then anomaly (i.e. hypothesisH1)
is declared if

g(y) > α g(xr), (11)

where

r = argmin
k

g(xk) (12)

andα > 0 is a detector parameter which will be related to the
probability of false detection. Note that if we want all training
data{xk; k = 1, . . . , K} to fall inside the anomaly detection
boundary, thenα < 1.

We selectα so that

Pr{g(y) < αg(xr)|H0} = Pfa (13)
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wherePfa is a specified probability of false alarm (incorrect
anomaly detection). Eq. (13) can be written as:

∫

χ[0,αg(xr)](g(y))g(y)dy = Pfa, (14)

whereχA(z) is an index function defined as

χA(z) =

{

1, z ∈ A

0, otherwise
. (15)

For a givenPfa, we can computeα numerically. First we
generate a random iid sample{ym ∼ g(y) : m = 1, . . . , M}.
Substitution of approximationg(y) ≈ 1

M

∑M
m=1 δ(y − ym)

into (14) yields:

Pfa(α) ≈
1

M

M
∑

m=1

χ[0,αg(xr)](g(ym)). (16)

We expect thatPfa(α) will depend on the number of training
data pointsK.

C. Numerical results

First we test the anomaly detector using simulated data. For
this purpose we generate 100 vessel trajectories (inζ, η, ζ̇, η̇
space) originating from nodej = 1, as shown in Fig.3.
The motion pattern is complex, because there are multiple
(three) destinations (they are equally likely in this example).
The total number of training data pointsxk ∼ p(x|H0) is
K = 3726. The kernel covariance matrix was set toΣ =
diag

[

σ2
p σ2

p σ2
v σ2

v

]

, with σp = 1400 m and σv = 2.3
m/s. The resulting anomaly detection boundary is shown in
(ζ, η) plane in Fig.3.a forα = 0.8 (brown line). Note however
that for anomaly detection, according to (11), we do not
need to compute the boundary in the state space (which is
a computationally very intensive operation), we only compute
the value ofg(xr), wherer was defined by (12). The decision
boundary in Fig.3.a is shown only for the sake of illustration.

The test trajectory for anomaly detection is shown in Fig.3.a
with green and red dots. The vessel following this trajectory
enters the surveillance region at node 1 and is initially moving
eastwards in accordance with the motion pattern (towards
either node 3 or 4) for about 1 hour and 20 minutes. The
anomaly detector correctly classifies the motion asH0 during
this period of time (see Fig.3.b); the segment of the test
trajectory corresponding toH0 is indicated by the green dots
in Fig.3.a. The first time when the anomaly is declared, the
vessel position is actually inside the decision boundary for
the positional information, but its heading (velocity vector) is
incompatible with the training data (at this stage the vessel
is heading north-west). From then on, the vessel is making a
turn, joins the path from node 2 to 1 and continues to travel
westwards. The anomaly detector is always decidingH1 in this
segment, either due to velocity or positional incompatibility
with the training data. The test trajectory whenH1 is declared
is indicated using red dots in Fig.3.a. This example illustrates
the importance of velocities in the definition of a motion
pattern. We emphasize again that there is no need to keep
the time information in a motion pattern.
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Fig. 3. Motion anomaly detection applied to simulated data: (a) two-
dimensionalx-y plane; yellow dots indicate the training data; test trajectory
is shown with green and red dots (green indicates normalcy, red anomaly);
(b) anomaly detector output as a function of time

Next we compute (in the context of the desribed simulated
data framework) the probability of false alarm as a function of
the threshold parameterα and the number of training points
K. Fig.4 shows the result obtained withK = 4440 (red line)
and K = 9560 (blue line) training points. The size of the
random sampleym from g(y) in (16) was set toM = 80000.
CovarianceΣ was specified above. We observe that for a larger
training set (largerK), we make a better approximation of
g(y) and hence can use a higher threshold valueα for the
fixed value of Pfa. This can be explained as follows. For
largerK, the value ofg(xr) is likely to be smaller; in order
to obtain the fixed value ofPfa (which corresponds to the
area underg(y) s.t. g(y) < αg(xr)), wheng(xr) is smaller,
α needs to be greater.

The last two numerical examples in this section deals with
real AIS data. The first set of data was collected in Golf
St Vincent (Port Adelaide). Fig.5 shows the results of the
anomaly detector withα parameter set to0.6, applied to
the motion pattern data displayed previously in Fig.1.b. As
before, in Fig.5 we only show the 2D positional data (decision
boundary, training data, and the test trajectory), although the
actual state-space is four-dimensional. Fig.5.a demonstrates a
trajectory of a vessel which comes from the same motion
pattern family as the training data. The motion of vessel in
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Fig.5.b raises the anomaly alarm on several occasions even
during the segment of its trajectory from the dock to the exit
from the narrow water channel in the port. These occasional
anomaly detections are due to the incompatible test velocity
vector (i.e. the vessel moves too fast). Once in the open sea,
the motion of this vessel is constantly declared asH1.

Figure 6 shows a 2D motion pattern of vessels entering Port
Jackson (Sydney Harbour), with the corresponding contours of
the anomaly detector described above. The data was collected
over 10 days in 2006 and the pattern consists of 9412 points.
Clearly the anomaly decision boundary for vessel position
could be improved using the coastline data.

IV. M OTION PREDICTION

A. Using training dataXj

Suppose we have at our disposal only the unlabeled training
dataXj from patternPj , as in (2). Having decided for the state
of a test vessel at timet0, yj(t0) that hypothesisH0 holds,
we want to predict the stateyj(t0 +T ), whereT > 0. Ideally
we would like to predict the pdfp(yj(t0 + T )), however, in
the adopted framework we can usually only predict the most
probable state of vectoryj(t0 + T ).

There are several possible solutions all based on nonlinear
filtering. Let us drop subscriptj from notation. In order to
design a particle filter (PF) for this nonlinear filtering problem,
we need to specify: (1) the pdf of the initial vessel state,
p(x0); (2) the motion transition model; (3) the measurement
likelihood function. For the initial pdf we adopt the Gaussian
density with meanyj(t0) and a very small covarianceP0,
i.e. p(x0) = N (x0;yj(t0),P0). The motion transition model
is given by the Gaussian density under the nearly constant
velocity motion model:

p(xn+1|xn) = N (Fxn,Q) (17)

wheren is a discrete-time index which indicates timet = t0+
n∆, (∆ is a conveniently chosen time increment); transition
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Fig. 5. Motion anomaly detection applied to AIS data (Adelaide): (a)
no anomaly detected; (b) multiple instances of anomaly (H1) declarations.
Yellow dots indicate training data; test trajectories plotted in green dots (for
normalcy) and red dots (for anomaly).

matrix F is given by

F =









1 0 ∆ 0
0 1 0 ∆
0 0 1 0
0 0 0 1









andQ is the process covariance matrix.
Since we do not actually collect the measurements (we are

predicting the future vessel state), instead of the measurement
likelihood we will use the KDE approximatioñg(x) of (10),
which summarizes the historic measurements. Let us denote
the particles at discrete-timen by {xi

n}
Np

i=1, Np being the
number of particles. The steps of a single cycle of the PF
are summaries in Table I. The resampling and regularisation
steps are explained in, for example, [12]. The PF runs until
n∆ approximately equals the required prediction intervalT .

The described PF was applied to the simulated motion
pattern shown (in 2D) in Fig.3. The initial state vector was
y1(t0) = [1.8 km 21km 6.4m/s 0.4m/s]T , ∆ = 1 min,
Np = 1000. The PF predicted vessel state is shown in Fig.7
in 2D plane (velocities not shown), afterT = 10, 32 and70
minutes. An obvious problem with the PF predicted state is
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Fig. 6. Two-dimensional motion pattern of maritime traffic entering Port
Jackson with anomaly decision boundaries (corresponding to different thresh-
olds)

TABLE I

PARTICLE FILTER PSEUDO-CODE(SINGLE CYCLE)

[{xi
n}

Np

i=1] = PF[{xi
n−1}

Np

i=1]

1) FOR i = 1 : Np

• Draw at randomxi
n ∼ p(xn|xi

n−1), using (17);
• Compute unnormalised importance weight using (10):

w̃i
n = ĝ(xi

n)

2) END FOR
3) Normalise importance weights

wi
n = w̃i

n�

Np
∑

i=1

w̃i
n

4) Resample particlesxi
n based on weightswi

n

5) Regularise particles

that it fails to estimate the predicted pdfp(yj(t0 + T )) after
the motion pattern paths branch. This pdf after60 minutes
should be bi-modal, with one (smaller) bump along the path
towards node 2 and another (larger) along the path towards
nodes 3 and 4. The PF captures only the second bump; the
particles tend to follow the most probable path.

Improvements to the proposed PF can be envisaged, involv-
ing some kind of managing multiple branching hypotheses (for
multiple paths). This however appears to be unnecessary, as
we discuss next.

B. Indexed training dataXj

The main cause of problems with the above approach is that
it is using unlabeled training dataXj from patternPj , as in
(2). If we instead index each data pointxk by (1) its trajectory
of origin i = 1, 2, . . . , Nj and (2) its sequence indexℓ =
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Fig. 7. The predicted vessel state (position shown only) after10, 32 and70

minutes (method 1)

1, 2, . . . , Ti, then the problem of motion prediction becomes
much easier. In this notation,xi

j(ℓ) is an AIS data point (state
vector at discrete timetℓ) from trajectoryXi

j of patternj, see

eq(1). The pattern training data set isXj = ∪
Nj

i=1X
i
j .

The predicted state pdfp(yj(t0 + T )) can be now approx-
imated as follows:

Step 1. Compute the contribution of all training data from
xk ∈ Xj to adaptive KDE approximation at the initial test data
pointyj(t0). This follows directly from (10). The contribution
of xk, referred to as itsweightqk, is then

qk =
1

K(h̃k)d
φ

(

x − xk

h̃k

)

(18)

Let q∗ = maxk qk.
Step 2. Extract a subsetX ∗

j ⊂ Xj as:

X ∗

j = {xk ∈ Xj |qk > βq∗} (19)

whereβ < 1.
Step 3. ∀xk ∈ X ∗

j find trajectory indexi and time indexℓ.
Then using trajectoryXi

j , estimate the state of a vessel that
is following this trajectory, at the prediction timet0 + T .

The resulting random sample can be seen as an approxima-
tion of the required densityp(yj(t0 + T )). Fig.8 shows the
result (positional 2D information only) afterT = 10, 32 and
70 minutes, using the same training data and parameters that
were used in Sec.IV-A. Parameterβ was set to10−5. In order
to improve the estimate of the pdf (and enhance the visual
effect), the obtained random samples are resampled (using
weightsqk) and regularised. We observe from Fig.8 that for
T = 32 min, the predicted pdf branches, thus indicating two
possible future vessel paths. AfterT = 70 min, the pdf is
distinctly bi-modal.

V. SUMMARY

The paper presented some preliminary results of ongoing
research into the behaviour analysis of vessels in ports and
waterways using AIS broadcasts (both as training and testing
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Fig. 8. The predicted vessel state (position shown only) after10, 32 and60

minutes (method 2)

data). A simple and fast detector of anomaly in vessel motion
is proposed based on the adaptive kernel density estimation.
The probability of false alarm of this detector can be eval-
uated numerically, providing thus its quantitative measure of
performance. Vessel motion prediction attempts to compute
the density of the vessel state in the future. Using effectively
the training data, the paper presents a fairly straightforward
solution to motion prediction.
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